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Abstract

A peer-to-peer (P2P) reputation system is a mechanism to
rate a participant of a P2P sharing community. Trust rela-
tionships can be created between participants based on their
global ratings, which are created by aggregating personal-
ized ratings. Reputation systems have to be able to operate
even when most of the users are malicious. Out of many
existing reputation systems, this paper describes Eigentrust,
Fuzzy reputation, H-Trust and R2P. Among those four, the
last one is a complete P2P system rather than a standalone
reputation system, like the others. Brief description of each
of those protocols is given. Also test results for each al-
gorithm are presented, if possible. Finally, the paper dis-
cusses the feasibility of aforementioned systems by compar-
ing them to protocols, like Bittorrent, that do not posses any
reputation mechanisms at all.
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1 Introduction

Different peer-to-peer (P2P) applications and protocols have
become very popular among Internet users. They allow users
to share their resources, like files, bandwidth, CPU time or
storage space with each other. Ideally, each user would not
only use someone else’s resources, for example to obtain a
file, but also would offer own resources so that others could
obtain something that they want. However, one of the biggest
problems in P2P networks are users who either do not offer
their fair share of resources to the others or otherwise behave
against the interests of a sharing community. This paper de-
scribes several systems designed to overcome the problem
of selfish user behavior. The so-called reputation systems
take from each user the information that gives a rating to
other peers, with whom the user has communicated. Then,
the same information from all peers on the network is ag-
gregated into a global score that describes a peer. Ideally, a
global rating of a user should be objective and represent the
collective opinion of the whole community. Based on that
kind of global knowledge, the users are able to choose with
whom they exchange resources, thus creating trust relation-
ships between each other. A typical reputation system can be
seen in figure 1.

To understand better why a reputation systems are neces-
sary, we have to start with an assumption that all the peers
in a sharing community are selfish[6]. This is problematic,
since it is in the interest of a sharing community that every-
one participating would provide more resources than they

consume. Therefore, there should be some sort of mecha-
nisms that would award good behavior by giving some sort
of incentives. Also, those mechanisms should punish bad be-
havior, for example when the user only consumes resources
and does not give anything back. Other types of bad be-
havior are uploading wrong files instead of the ones that a
user requests (this puts an unnecessary load on bandwidth of
other users), consuming other users CPU cycles with useless
calculations in case of a distributed computing network and
etc.

A reputation system has to also be able to withstand an
attack from several malicious users that may have conspired
to take advantage of the network by giving each other high
ratings and thus letting the others participants to believe that
they are trustworthy. If this kind of attack is successful, the
malicious users can take advantage of their high reputation
and start consuming resources of other users in an amount
disproportional to their own contribution. Therefore it is cru-
cial that a reputation system is able to deal with malicious
behavior of different magnitudes[4]. Fortunately, most (if
not all) reputation systems are specifically designed to with-
stand attacks and still provide reliable ratings even if most of
the users participating in the network are malicious.

The remainder of the paper is organized as follows. Sec-
tion 2 gives a general overview of how reputation systems
work and how they are classified into four different cate-
gories. There is an example given for each reputation system
category. Section 3 discusses feasibility of those systems
compared to Bittorrent, todays most popular P2P protocol
without reputation systems, and is followed by conclusions.

2 Reputation systems
This section describes some of the proposed reputation sys-
tems for P2P networks. Each subsection describes one rep-
utation system, the main idea (algorithm) behind it. Also,
where possible, results of comparative performance mea-
surements are given. There is no formal taxonomy for repu-
tation systems yet, however it is possible to categorize them
based on some of their features. First of all, we can catego-
rize systems by the way a user obtains ratings about the other
participants. The simplest way to obtain a rating is by using
a personalized trust system, in which case every user keeps
its own database of peers. This means that the same peer
can have different ratings in different databases. Each time
the user interacts with another peer, the rating of a particular
peer is updated based on what happened during the interac-
tion. For example, if the other peer uploaded successfully
data that the user requested, the other peers rating in users
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Figure 1: Typical reputation aggregation system. Image
from[5]

database improves. This kind of approach is completely de-
centralized and does not require aggregation and therefore
does not add additional load to the network. However it takes
a lot of interactions before a meaningful understanding and
an objective rating of other peer’s behavior can be achieved.
For a single user it might be too time consuming to get a sen-
sible database with objective peer ratings, especially if there
are many participants. Also, due to not knowing other peers
rating beforehand, the user must interact with many peers
before the user is able to find the ones he can trust.

This brings us to other alternative, namely global ratings.
Those systems allow the user to obtain rating of another
peer prior to having any contact with it. Global reputation
systems aggregate personalized ratings from peers databases
and based on that information create global rating for each
participant. The advantage of such a system is that the user
can get a objective rating of a peer beforehand. That means
that the user can decide whether interaction with that par-
ticular peer is desired before connecting to the other peer.
Obviously, collecting data for global ratings adds additional
load on the network traffic and requires more CPU cycles.

Going further, another way to categorize reputation sys-
tems that aggregate ratings is whether they use either full or
selective aggregation. In case of full aggregation all the per-
sonalized ratings from each individual user are used in cal-
culating a global rating. This method allows to calculate a
very precise rating at the cost of network and CPU load. Ob-
viously, as the network grows larger the amount of calcula-
tions necessary to perform increases. To counter the problem
of network overload, the system can choose to aggregate rat-
ings only from a subset of users, for example based on users
rating. This is known as selective aggregation. In this way

the accuracy of ratings can suffer, but number of aggrega-
tions decreases as does the network load.

2.1 Eigentrust algorithm

This is an algorithm[3]. used to calculate global reputation
of peers by using data aggregated from all participants and
calculating a global trust vector. This vector determines pre-
cisely a users reputation, since it uses full aggregation. The
paper presents three versions of the algorithm: basic, dis-
tributed and secure.

The basic algorithm does not scale on distributed systems
and it does not solve issues arising in P2P networks like in-
active peers or malicious collectives, where peers give each
other high ratings and use that to take advantage of the sys-
tem. Therefore, this version of the algorithm is a little inter-
est to us.

The distributed version of the algorithm takes into consid-
eration the distributed nature of P2P systems by engaging all
the peers in the network to compute the global trust vector
and keeping the message and CPU cycle overhead as low as
possible for every individual peer. However, since each peer
calculates its own trust value, malicious users could report
false values to increase their rating. To tackle that problem
another version of the algorithm is presented.

The secure version of the algorithm, which is also dis-
tributed by its nature, takes two precautions against mali-
cious users. First, the trust value of a peer is never calculated
or stored at that same peer. This means that the peer has no
access to its of rating and therefore is not able to manipulate
it. Secondly, to recognize malicious users that are reporting
wrong trust values, other peers are also involved in comput-
ing the values. Multiple peers are given the task to calculate
the rating for the same peer. Results from different peers are
then compared to each other. The malicious users reported
value gets discarded if it differs too much from values re-
ported by other peers.

An implementation of EigenTrust algorithm was com-
pared in a test against a non-trust system on a simulated net-
work. The tests showed that even when the number of ma-
licious peers rose up to 70 percent (X-axis in the figure) the
EigenTrust algorithm was able to keep the number of unau-
thentic downloads around 10 percent (Fig 2). The result was
the same in both cases when the malicious peers formed a
collective or acted individually.

2.2 Fuzzy reputation aggregation

FuzzyTrust[5] global reputation system with selective aggre-
gation is based on fuzzy logic approach. This system tries
to overcome uncertainties introduced by selective aggrega-
tion by using fuzzy logics ability to handle such situations.
Mainly, FuzzyTrust uses fuzzy logic inference rules to cal-
culate local trust values and then aggregating them to form
a global rating. Examples of inference rules are: if trans-
action is new and has high volume, its aggregation weight
is larger; if peer’s reputation is good and the volume is low
then the aggregation weight is medium; if peer’s reputation
is bad then the aggregation weight is small etc. The system
uses distribute hash tables (DHT) to send reputation infor-
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Figure 2: Effect of Eigentrust algorithm. Image from[3]

mation among peers. The system has two stages also called
inference steps: local-score computation and global reputa-
tion aggregation. In local-score computation, which is per-
formed at the user, the fuzzy inference mechanism tracks
adaptively several variables that are considered for calculat-
ing a rating. The mechanism is able to adapt in case some
uncertainties arise. During the second stage, the global rep-
utation aggregation, the system collect ratings from different
peers by applying fuzzy inference mechanisms to different
input variables, such as peers reputation, date and volume of
transaction etc.

The effectiveness of the system was tested using eBays
transaction data. The system was configured so that it prefers
super-users, who do a lot of transaction, while transactions
from smaller users have less weight in ratio calculation.
Secondly, the system prefers to evaluate bigger transactions
more often than smaller ones. The same tests were run with
EigenTrust algorithm. The results showed that FuzzyTrust
was more effective on detecting malicious users and had
smaller message overhead (Fig. 3) in global reputation ag-
gregation process. Also, the tests compared convergence
times, meaning the time it takes to calculate a ratio of a
user, for both EigenTrust and FuzzyTrust. In this case,
FuzzyTryust performed somewhat faster.

2.3 H-Trust
Group trust management system H-Trust[8] is based on the
h-index aggregation algorithm. It is a personalized trust rat-
ing system that uses selective aggregation.

The designers of H-Trust divide the reputation aggregation
into five phases.

• Trust recording phase. Past transactions with other
peers are recorded into Local Service History Table
(LSHT) where they are rated based on their importance
and quality. Also more recent activities have bigger
impact. In this stage there is no rating given to peers
yet. Information in LSHT helps against malicious users

Figure 3: Fuzzytrust vs EigenTrust message overhead. Im-
age from[5]

who try to increase their rating by providing good qual-
ity but low priority transactions and then, by exploit-
ing their good rating, provide high priority services with
bad quality.

• Local trust evaluation phase. In this phase individual
user may apply own algorithms to rate peers in local
database (Local Trust Rating Table - LTRT) based on
the information from LSHT. If no information on a par-
ticular peer is available, the system continues with trust
query.

• Trust query phase. To get information about an un-
known peer the user starts querying information from
other peers. Since the response might come from a ma-
licious peer, the user must keep a local credibility rat-
ing table (LCRT) where information about credibility of
peers is kept. Credibility of another peer is based on the
quality of previous trust query responses from that peer.
The user will evaluate responses about an unknown peer
based on the credibility of responder. Obviously, the
higher the credibility of a particular peer is the more
weight is given to his response. To keep network mes-
sage load low, the system uses a query threshold, so
only a specific number of responses will be considered.
For example, if the threshold is 50 and 100 responses
arrive, then the user sorts them by credibility and con-
siders only first 50 of them, others are discarded.

• Spatial-temporal update phase. Now the user is ready
to do transactions with the new peer. After each trans-
action the user updates his local trust table based on
the service quality provided by the new peer. Also, the
local credibility table is updated to reflect the quality of
trust query responses given by another peers. Peers who
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Figure 4: Malicious service decrease over time in a 100 node
network. Image from[8]

gave correct response get higher ratings in the LCRT.

• Group reputation evaluation phase. The system allows
peers to form groups that can provide some sort of ser-
vice. A user calculates a local rating for a group as fol-
lows: some number of peers from the group must have
a rating bigger or equal to a threshold set by user; the
rest of the group must have a trust in the user bigger
or equal to the same threshold. As with peers, among
groups that offer the same services, the one with highest
rating is selected.

For this system tests were performed where networks with
100 and 500 nodes were affected with 20 percent of ma-
licious users. In both cases most of malicious users were
identified after a few aggregations (figures 4 and 5) and
the number of malicious services dropped over time. As we
mentioned in the taxonomy of reputation systems, personal-
ized reputation systems, such as this one, might encounter
problems when the number of participating nodes grows too
large. However, the test results show that although it is a
personalized system it is able to scale well on a large num-
ber of nodes. Unfortunately the systems was not tested to
withstand a bigger attack. To do that the percentage of ma-
licious user should have been increased step by step, to see
how the system performs with different amount of malicious
users. Some of the systems described in this paper even try
to simulate situations where most of the users are malicious.
Although this situation might be not very likely, it provides
information on scalability and robustness. In this case, full
potential of H-Trust is not clear.

2.4 R2P
The R2P system[7] is more complex and differs substantially
from other systems presented in this paper. As a matter of
fact, R2P can be considered as a complete P2P system archi-
tecture that employs several other features besides a global
rating, like user authentication, role and reputation based ac-
cess policies and a central portal to control the whole P2P
network. This kind of a system architecture is included in
this paper because it can give a better understanding of the

Figure 5: Malicious service decrease over time in a 500 node
network. Image from[8]

context in which practical applications of reputation algo-
rithms are used.

The architecture is presented in Fig. 6.
R2P employs two access control policies (ACP) to man-

age users access to the resources. The first one is a role based
ACP, which implements user access by using Public Key In-
frastructure (PKI) in the form of X509 certificate. Each cer-
tificate is signed by certificate authority and allows a peer to
use it for identification to the central server. Based on his
role, that is described in the certificate, the user is granted
access to the resources available in the network. The second
one is a reputation based ACP. This control policy evaluates
user’s contribution to the network by combining two factors:
the amount of data the user has uploaded and the feedback
that data recipients give after data transfer. The feedback is
then uploaded to the central server where it is processed us-
ing a global reputations system called PowerTrust[1], which
is an algorithm that uses selective aggregation.

The R2P paper provides results of measurements done
on a test network, however those are done to compare R2P
with other complete P2P architectures, such as BitComet and
eMule. Reputation system comparisons are not presented,
therefore it is not possible to compare it to other systems pre-
sented in this paper. Comparison with other systems could
be considered useless since there is no way that malicious
users could strive in an R2P network. One could argue that
because each user is identified with a digital signature, there
is no need to consider malicious behavior. If any peer would
show signs of harmful behavior, he would be identified and
revoked of his rights to access resources of the network.

3 Discussion
In this paper we presented several reputation based systems
and analyzed the test results presented in the respective pa-
pers. To go further, this section will try to evaluate the suc-
cess of reputation systems in the real world. One could ar-
gue that a new design can be considered successful only if it
is implemented in an actual product and widely adopted by
user. This is where the reputation systems seem to fail, since
none of the algorithms mentioned in this paper is used in any
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Figure 6: R2P architecture. Image from[7]

of today’s most popular P2P software. Those reputation sys-
tems have not been tested on a large scale at all. As a matter
of fact, it seems that today’s P2P networks prefer to use al-
ternative ways to regulate their user communities. Protocols
that did have built-in rating systems, like eMule or Kazaa are
fading away.

Take for example the most popular P2P system [2] nowa-
days, Bittorrent, that does not use any reputation system, at
least not as a part of the protocol. The tracker server, a cru-
cial part of the Bittorrent protocol, collects data of how much
data each user has uploaded and downloaded. However, the
tracker does not use any reputation systems. It should be
noted that some websites do require registration and login,
before a user can download a torrent file or use the tracker
provided by the website. The purpose of that is mainly to
monitor and manage the users by means of some reputation
system employed by the website. Usually, there are some
simple rules that state how much the user has to share to con-
tinue being a member of the community. Therefore, the user
may be a subject to some rules enforced by the reputation
system of the website, although he is using a protocol with-
out a built-in reputation system. Nevertheless, this raises the
question, if we really need an reputation system built into the
protocol, as proposed by the reputation systems described in
this paper.

Judging by the popularity of the Bittorrent protocol, it
seems that although lacking any rules to award good behav-
ior and punish malicious users, it is still able to provide sat-
isfactory level of quality and incentives to most of the users
participating in the community. It seems that each sharing
community, that uses Bittorrent as a sharing protocol, is able
to decide themselves what kind of reputation system, if any,
they need. Different Bittorrent communities seem to be able
to achieve the goal of a system where not only regular users,
who mostly consume the available resources, but also the
super-users, who mostly provide their resources to others,
are interested in participating.

Looking back into history of P2P software, we can see
how popular P2P clients of previous generations faded away

as did the reputation systems used in them. However, rep-
utation systems can still have a place in niche architectures,
for example the R2P system presented in this paper. How-
ever for now it seems that wide scale adoption of reputation
systems, for example in a form of a popular P2P software, is
unlikely.

4 Conclusion

This paper described the motivation behind creating reputa-
tion systems. As we pointed out the main reason to use a rep-
utation system is to minimize the effect of malicious users on
the network, whereas the goal to provide incentives for good
behavior is also achieved. Further on, we gave a short taxon-
omy of reputation systems and based on that introduced sev-
eral systems that use various methods to rate peers. Those
ratings are used to create trust between peers. Unfortunately,
due to different testing methods we could compare only two
of the presented systems with each other. However the test
results of each individual system show that it is able to deal
with malicious behavior quite well. Finally, we discussed the
adoption of reputation systems in real world and, although
they are not used in popular P2P clients, they have their place
in specialized solutions such as R2P.
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